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Privacy and Pension Plan
Records: Is Self-Regulation
Sufficient?
The confidentiality of employees'
pension information is being
threatened by changes in the design of
qualified retirement plans and
advances in data-processing and
Internet technology. Despite the passage
of recent laws aimed at protecting
privacy, more may need to be done to
ensure that personal financial
information remains secure.
By Michael J. Francis
MichaelJ. Francis has spent the past eighteen years in
the financial-services industry and provides consulting
services to numerous qualified retirement plan sponsors.
He received a J.D. degree from Marquette University
Law School in May 2001.
ii he idea of a trusted financial-services
oganization selling information re-
garding your retirement savings balanceA and investing habits to the highest bid-
i der would be enough to get most people
writing letters to their congressmen. Yet this is a real
possibility, given the lack of meaningful privacy pro-
tection for the extremely sensitive financial data
maintained by retirement-plan service providers and
the significant financial incentives these providers
have to share personal financial information with
affiliated and third-party marketing organizations.
This article explores how changes in the design
of qualified retirement plans, advances in data pro-
cessing technology, and the Internet combine to put
the confidentiality of employee retirement plan in-
formation at increasing risk. Despite laws recently
passed by Congress designed to protect sensitive fi-
nancial information individual's retirement savings
information remains unprotected by these laws.
While profiting from the sensitive financial informa-
tion of its customers is not currently a common
practice among those in the business of handling re-
tirement plan records, a review of several providers'
service agreements reveals an industry determined
to keep its options open.
Retirement Plan Background Information
Retirement plans arose from corporate America's
desire to retain long-term employees, discourage the
formation of unions, and provide a dignified exit for
older employees, thereby allowing for their replace-
ment by younger and less expensive workers. Over
the first one hundred years, however, a number of
corporations made promises to employees that were
not kept. Notably, Studebaker Corporation defaulted
on its pension plan obligation in 1963, an action
that is thought by many1 to be the catalyst that led
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to the passage of the Employee Retirement Income
Security Act of 1974 (ERISA).2
ERISA's pension plan reforms were primarily in-
spired by Congress' desire to safeguard American
workers' retirement assets, and motivate employers'
increased use of pension plans.' But ERISA's increased
compliance demands unintentionally drove many em-
ployers to terminate plans that guarantee retirement
benefits, so-called "defined benefit" pension plans,
in favor of "defined contribution" pension plans (e.g.,
profit-sharing and 401(k) plans). Because they shift
much of the risk of funding retirement benefits onto
employees, defined-contribution plans have rapidly
surpassed defined benefit plans as the most preva-
lent form of retirement benefit today.4
The shift from defined benefit plans to defined
contribution plans has important implications for the
privacy of personal financial information because of
the different type of records available from each type
of plan. For defined benefit pension plans, the only
financial data that is typically available to partici-
pants is the monthly income benefit available at
retirement age. Defined contribution plans, on the
other hand, keep individual participant records much
like a bank. Money is deposited into an individual's
account, by either the employer or the employee, and
is invested. With all this activity, defined contribu-
tion plans can contain a significant amount of highly
sensitive financial information such as current re-
tirement assets, savings percentage, risk tolerance
level, loan amounts, investment strategies, and ben-
eficiary information.
Not only does the move towards defined contri-
bution plans make more data available, but the
accelerating pace of technological advancement
makes this data increasingly accessible. As recently
as the early 1980's, major corporations kept retire-
ment plan records on three-by-five note cards and
participants received updates once a year. Today,
thanks to improved data processing capabilities,
most participant data is updated daily and is instantly
retrievable on the Internet. This makes it profoundly
more cost effective for sensitive financial informa-
tion to be retrieved and exploited.
Finally, with the average participant account
value estimated to be over $50,000,5 the potential
gains to a financial services organization from the
successful exploitation of this data is at an all-time
high. These growing dollar amounts have also caused
more and more employee interaction with their plan.
Typical employee plan interaction includes deciding
where to invest these assets among an ever-growing
menu of investment choices. All this participant ac-
tivity is tracked and collected by the organization
hired to handle the records of the retirement plan.
This activity is tracked to provide employees ready
access to information about their account and ad-
vise the employer as to whether retirement benefits
are being properly utilized. Furthermore, tracking is
necessary because the IRS requires that certain in-
formation about the plan be reported.
The employee, the employer, and the IRS are not
the only people who have a keen interest in this infor-
mation, however. Affiliated and third party marketing
organizations are willing to pay dearly for access to
valuable financial information about American work-
ers.6 As competitive forces continue to drive down the
profitability of providing retirement plan administra-
tion services, the temptation for these service providers
to use this data to augment existing sources of revenue
is only going to increase. Under current law, however,
a participant can do very little to stop the unautho-
rized use of their personal retirement plan data.
Developments in the Law of Personal
Data Confidentiality
A century ago, a federal court in New York faced a
privacy complaint that arose from the proliferation
of a new technology. In 1902, it was a camera that
caused Abigail Roberson to sue the Rochester Fold-
ing Box Company that year to halt the unauthorized
use of her picture on a box of flour.7 The court re-
fused to halt the use of Abigail's picture for the
purpose of selling flour on the grounds that an ordi-
nary individual had no property interest in the use
of her own likeness. The ruling proved quite contro-
versial and did not stand for very long. Since that
ruling, a significant number of laws have been writ-
ten and legal theories developed to protect people
from such a privacy violation.8
What cameras were to Abigail's era, the Internet
and powerful computer servers are today. These de-
vices are capable of storing, processing, and
disseminating massive amounts of data very quickly,
making it possible to invade individuals' privacy as
never previously imagined. Despite all our legisla-
tive and common law progress in the area of personal
privacy, current law gives the possessor of informa-
tion substantial latitude to use, reproduce, or sell
it, in whatever manner they see fit.9 One reason
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statutory protection for personal information is lack-
ing is First Amendment 10 concerns for free flow of
information. Put another way, "information, ideas,
facts, and concepts-that vast array of human knowl-
edge and expression-are not available to the public
merely as a customary matter; their use is presump-
tively and powerfully protected by the Bill of
Rights." 1I
A counter argument arises from the Fourth
Amendment, 12 the U.S. Constitution's grant of a right
to protection from unreasonable search and seizure.
While the Constitution does not specifically protect
the privacy of nonpublic personal information, the
courts have provided some common law. In the land-
mark 1967 decision Katz v. United States,1 the U.S.
Supreme Court expanded on this notion of a Con-
stitutional right to privacy when it held "the Fourth
Amendment protects people, not places. What a per-
son knowingly exposes to the public, even in his own
home or office, is not a subject of Fourth Amend-
ment protection... But what he seeks to preserve as
private, even in an area accessible to the public, may
be constitutionally protected.' 1 4 This decision cre-
ated a new threshold question for any invasion of
privacy claim, whether there was a "reasonable ex-
pectation of privacy."" s Undoubtedly, this question
has important implications on the development of
laws governing the protection of nonpublic personal
financial information.
Much subsequent federal legislation placed lim-
its on the Government. The Privacy Act of 197416
and the Computer Matching and Privacy Protection
Act of 19 8 8 17 were designed to prevent excessive data
collection by the federal government and to prevent
them from disclosing certain information without au-
thorization. The Right to Financial Privacy Act of
1978 (RFP) 18 outlined new restrictions on the
government's right to obtain nonpublic personal fi-
nancial data from financial services organizations.
Both the ruling in Katz and the subsequent federal
privacy legislation dealt unambiguously with privacy
protections for individuals. 19
However, the law has historically considered re-
tirement plan participants' personal data to be not
the data of an individual, but that of the retirement
plan. Because participants' individual plan records
have historically been defined as that of an institu-
tion, this information has never been afforded the
protection of the law.20
Not surprisingly, when Congress passed a recent
attempt to protect personal financial information,
Title V of The Financial Services Modernization Act
(Gramm-Leach-Bliley Act or "GLB") of 1999,21 it
again omitted privacy protection for millions of re-
tirement plan participants by assuming that all this
sensitive data is the property of the retirement plan,
not of the employees themselves. 22 This omission was
somewhat understandable in 1978, when retirement-
plan data was kept primarily on paper and
aggregated for all participants. In 1999, however,
when retirement plan data was increasingly kept as
individual participant data, and generally stored elec-
tronically for immediate retrieval, such an omission
suggests the possibility of a pro-business political
compromise.
While Federal law may currently provide no pri-
vacy protection for retirement plan participants, there
are other defenses against unreasonable invasions of
privacy. Beginning with the 1890 law review article
"The Right to Privacy" by Louis Brandies and Samuel
Warren, 32 the common law right to privacy emerged
as a powerful tool to protect individuals from un-
reasonable invasions of privacy. Invasion of privacy
concerns were further developed by Dean William
L. Prosser and then codified in the Restatement (Sec-
ond) of Torts.2 4 The Restatement specifically
mentions income tax returns as the type of personal
record that should not be available for public in-
spection, 25 implying potential liability for anyone
who would divulge the type of information that is
routinely available to retirement plan recordkeepers.
Other causes of action successfully utilized by
individuals who feel the privacy of their personal
information has been violated include: breach of
contract, negligence, breach of confidentiality, fraud,
right of publicity, trade secret misappropriation, tres-
pass to chattels, conversion, and unjust enrichment. 26
The crucial distinction, however, between the
privacy tort Brandeis and Warren wrote about and
the privacy invasion contemplated in this article, is
here we are concerned with activity within retire-
ment plans which are governed by ERISA. ERISA
was primarily constructed to protect the rights of
retirement plan participants by enacting rules that
require disclosure, establish standards of conduct,
and provide appropriate remedies and easy access
to Federal courts.
Congress' other goal for ERISA was to balance
participants' interests against plan sponsors' need for
regulatory relief from the myriad of complex and
often conflicting local laws with which they were
being asked to comply when they endeavored to offer
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retirement plans to a group of employees residing in
multiple jurisdictions. Congress accomplished this
goal by making all matters pertaining to retirement
plans a federal question.28 ERISA's preemption rule
is unusual and sometimes referred to as "super-
preemption" because it preempts the states from tak-
ing action against retirement plans even regarding
matters about which ERISA is silent.29 This effec-
tively strips plan participants of their ability to use
state courts to remedy an invasion of privacy3 ° and
is particularly relevant today with over one hundred
privacy bills pending in thirty-three states.31
Industry Practices Regarding Participant
Data Privacy
With all the legal cards in the hands of retirement
plan sponsors and the financial services institutions
they hire to administer these plans, one would imag-
ine that it must be open season on the personal
financial information they possess. However, a lim-
ited survey of current industry practices and the
current lack of public outcry for reform suggest
otherwise.
Privacy watchdogs, such as the Federal Trade
Commission (FTC), and most in private industry
agree that the long-term goal of any regulatory
scheme designed to oversee the privacy of online
personal financial data is to maximize the full po-
tential of the electronic marketplace.32 Both parties
understand that to fully accomplish this goal, con-
sumer confidence in online privacy must be improved
to increase consumers' willingness to participate in
it. Not surprisingly, there is disagreement between
regulators and private industry on how best to ac-
complish this goal.
In its latest report to Congress regarding Internet
privacy, the FTC, citing its own recent survey and
one conducted by Georgetown University Professor
Mary Culnan, concluded that while there has been
significant progress in the self-regulatory efforts of
large consumer-orientated commercial Web sites,
private industry efforts alone are still not sufficient. 33
These studies pointed to numerous examples of in-
sufficient privacy disclosures and cases where the
disclosures were misleading, as evidence that, left to
its own devices, private industry is too interested in
generating revenue to be objective about consumer
privacy protection.
To rectify the situation, the FTC has recently
changed its position. Previously, the FTC had called
for more time to allow industry self-regulation
efforts to catch up with its privacy protection rec-
ommendations. Apparently not satisfied with the
progress of private industry, the FTC shifted its
position in a recent report. It is now calling on
Congress to pass legislation that, in conjunction
with the ongoing self-regulatory efforts of industry,
would require online companies that collect and store
personal information to comply with the
Commission's fair information practice directives.
These directives require consumers be given the fol-
lowing: notice, choice, access, and security.3 4 Title V
of Gramm-Leach-Bliley is such a Congressional pri-
vacy initiative developed to protect personal financial
information but, as already discussed, it does not
apply to the data stored by employers in their retire-
ment plans.
Survey of Recordkeeping Industry
Privacy Practices
Because the FTC and Georgetown University sur-
veys focused solely on consumer Web sites, and did
not investigate the current self-imposed privacy pro-
tection practices of online retirement plan service
providers, I conducted a limited survey of my own.
In doing so, I contacted seven providers of online
retirement plan services and asked to review their
policies regarding the privacy protection and proce-
dures for the data they maintain on millions of
retirement plan participants. Using the four "fair
information practices" set forth by the FTC as my
evaluation criteria, I found no consistent industry
practice for guaranteeing the privacy of retirement
plan information.
All seven of the service agreements surveyed cov-
ered the security provisions these providers employ
to protect participant data from falling into the hands
of a party not expressly permitted to it. Five out of
the seven surveyed gave some form of notice that
addressed, even if incompletely, their information
practices. Only one out of seven provided any lan-
guage in its privacy policy about how a participant
might access their information. They positioned it
as a "Return of Information" provision. And finally,
not one of the seven policies addressed participants'
"choice" to opt-out of having their information used
for secondary purposes or disclosed to an affiliate
or third party.
I found it interesting that when asked, six out of
seven of these firms were verbally adamant about
their commitment to keep participants' information
confidential, yet none of the providers surveyed
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offered a written privacy guarantee in their service
agreements. One provider was fairly explicit about
its ability to disclose information to affiliated sales-
man, but here, like many of the other policies, the
wording of the agreement was difficult to follow and
would most likely be misconstrued by someone who
did not know what to look for.
My limited survey of current industry practices
suggests that service providers may be attempting to
simultaneously achieve two conflicting goals; con-
vince their customers that participant information is
being kept confidential through obfuscated service
agreement language, while leaving the door open to
engage in information sharing activities with affili-
ates and third parties. In one service agreement, for
example, the service provider put in italics for em-
phasis the statement, "We do not disclose any
nonpublic personal information about our current
and former customers to anyone, except as permit-
ted or required by law." Yet as I have already
established, current law "permits" just about any
kind of disclosure the possessor of institutional fi-
nancial records might decide to engage in. This type
of legal doubletalk needs to be exposed for what it
is, meaningless at best, and misleading at worst.
Retirement recordkeeping services providers, like
any private business, are driven by a profit motive.
Within the past few years, many large financial
services organizations such as Travelers Insurance,
Coopers & Lybrand, United Asset Management, and
most recently John Hancock Insurance have exited
the business because they were unable to make
money. Those that remain are investing increasing
amounts in technology to stay competitive. Yet, they
must deal with conflicting customer feedback about
the best strategy to gain market share. On one hand,
the public is clearly concerned about the confidenti-
ality of their personal information," making this an
important business consideration. On the other hand,
customers are looking for a low cost solution, and
allowing for the secondary use of personal data can
allow a service provider to meaningfully lower their
price for retirement plan recordkeeping services.
Conclusion
Thanks to their increasing popularity and ten years
of generally favorable investment returns, it is esti-
mated that over thirty million Americans have
accumulated nearly five trillion dollars in defined
contribution plan assets. 36 The privacy risks to these
assets are mounting. Because recent legislation pur-
ported to improve the confidentiality of personal
financial data 37 leaves employees' retirement plan in-
formation largely unprotected, additional action is
needed.
Even though retirement plan recordkeeping pro-
viders currently claim no intention to pursue profits
from the sale of confidential participant information,
similar pledges not to sell personal information
"aren't worth the paper they're written on."' 38 This
leaves retirement plan participants wanting for some
form of protection from the kind of unwanted pri-
vacy intrusions envisioned by the Founders and
codified in the Fourth Amendment. Yet not at the
cost of the viability of the organizations that pro-
vide the convenience of today's recordkeeping
systems.
Some privacy scholars have advocated assigning
property rights to personal financial information,39
thus requiring service providers to contract individu-
ally for the secondary use of plan participants'
personal financial data. The communication require-
ments of such a system, however, would be extensive
and quite possibly render it unworkable in the con-
text of retirement plan administration. Another
approach would be to grant contact rights to the
employer over its employees' personal financial data.
This would greatly reduce administrative complex-
ity and costs, as there now would be only one party
for the service provider to negotiate with. On a case-
by-case basis, and in advance, employers could be
offered the opportunity to authorize the secondary
use of participant information in exchange for a cost
reduction for the participants.
An important factor in the viability of such a
system is the employer's ability to negotiate. In other
words, absent any regulations, there would have to
be enough competitors remaining in the industry to
provide employers with the leverage to negotiate such
a contract on reasonable terms. The contract ap-
proach would also induce service providers to focus
their efforts on creating new products and services
that would have a high likelihood of being accepted
by employers and therefore potentially reduce the
unproductive use of participant's personal financial
data. While this approach is far from perfect, be-
cause it still results in individuals' loss of control over
their own personal data, and would undoubtedly
cause conflicts between employer and employee,
it would at least represent a step toward increased
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control over confidential employee information at a
viable cost.
It seems fair to speculate that the lack of national
uproar over this issue is partially due to a concerted
effort on the part of retirement plan service provid-
ers to limit the secondary use of this very valuable
information. It is also likely that because there is less
emotion attached to personal financial records than
personal medical records, retirement plan privacy
concerns have taken a back seat to the recently suc-
cessful efforts to protect the information residing in
employer health and welfare plans. 40 The recent
implementation of federal rules protecting the con-
fidentiality of employee medical records, combined
with President Bush's campaign pledge to "guaran-
tee the privacy of medical and sensitive financial
records ... [and] make it a criminal offense to sell a
person's Social Security number without his or her
express consent ' 41 suggests that the timing might be
right for privacy advocates to address the privacy of
retirement plan participant data.
If the new medical records privacy rules are to
be used as guidelines, retirement plan participants
would receive the same types of privacy protections
currently offered by GLB (notice, choice, access, se-
curity) along with an important enhancement. The
recently released medical records privacy rules pro-
hibit the unauthorized secondary use of employee
data by anyone, including the possessor and their
affiliates. 42 Regardless of the eventual outcome, it is
safe to say that the current lack of privacy protec-
tion for retirement plan data needs to be brought
out into the open so that the retirement plan spon-
sors can perform their fiduciary duty to protect the
interests of plan participants.
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